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ABSTRACT

In the nascent era of outer space exploration and advancing tech-
nologies, this undertaking underscores that the need for cyber-
security in the space domain is a cornerstone for developing and
maintaining a secure cyber environment during the entire lifecycle
of space missions. It takes a relentless commitment: the complex
coupling of disparate pieces of government, civil society, arms, and
business into a single full-cycle operation. Cyber-attacks on space
infrastructure such as malware installation, ransomware attack, and
data/system hacking breaches are serious threats. The areas that are
more susceptible to such attacks are revealed in this research, e.g.,
telecommunications, supply chain, national security, IoT/internet
access, and global economies of scale. This project outlines primary
goals, first by providing stakeholders insight into the state of play
of current cyber wargaming, identifying trends, and closing with a
sound framework for the integration of cyber and space-domain
environments where impacts will be considerable.

The integrated assessment involves technical and non-technical
methods of strategic planning and emphasizes cooperation be-
tween public and private organizations. This study design analyzes
the questions about the history and significance of cyber warga-
ming, its vulnerabilities, and the need for its expansion in the cy-
ber and space domains. It establishes objectives like analyzing the
current status regarding cyber wargaming, identifying trends, and
establishing a system of integration. The technical approaches will
cover the areas of cyber wargaming, technology environment, inte-
gration of the space domain, state of advanced simulation technol-
ogies, and case studies within military (public) and civilian (pri-
vate) sectors. Strategic approaches, much in the same vein, as that
with a non-technical element, go under policy and legal issues, the
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human factor, cooperation and information sharing, and ethical is-
sues. The conclusion summarizes the main findings of this research
while suggesting a framework and explaining the significance and
future prospects, thereby advancing an ongoing debate on an in-
novative and strategic-level convergence of cyber operations and
space wargaming as a means to enhance national security.

Keywords: cyber wargaming, cyberspace, national security, infra-
structure, vulnerabilities

Titulo de la Conferencia en 2024: Juegos de guerra
cibernéticos en el ambito espacial: mejorar la seguridad
nacional mediante la integracion y la innovacion

RESUMEN

En la era naciente de la exploracién espacial y el avance tecnolégico,
este proyecto subraya que la necesidad de ciberseguridad en el 4am-
bito espacial es fundamental para desarrollar y mantener un entor-
no cibernético seguro durante todo el ciclo de vida de las misiones
espaciales. Requiere un compromiso inquebrantable: la compleja
combinacion de sectores dispares del gobierno, la sociedad civil,
las fuerzas armadas y las empresas en una tnica operacion de ci-
clo completo. Los ciberataques a la infraestructura espacial, como la
instalacion de malware, los ataques de ransomware y las violaciones
de datos y sistemas, constituyen amenazas graves. Esta investiga-
cion revela las areas mas susceptibles a estos ataques, como las tele-
comunicaciones, la cadena de suministro, la seguridad nacional, el
acceso a Internet (IoT) y las economias de escala globales. Este pro-
yecto describe sus objetivos principales: primero, proporcionar a las
partes interesadas informacion sobre el estado actual de los juegos
de guerra cibernéticos, identificar tendencias y, finalmente, ofrecer
un marco solido para la integracion de los entornos cibernéticos y
espaciales, donde el impacto sera considerable.

La evaluacién integrada implica métodos técnicos y no técnicos de
planificacion estratégica y enfatiza la cooperacién entre organiza-
ciones publicas y privadas. Este estudio analiza la historia y la im-
portancia de los juegos de guerra cibernéticos, sus vulnerabilidades
y la necesidad de expandirlos a los ambitos cibernético y espacial.
Establece objetivos como analizar el estado actual de los juegos de
guerra cibernéticos, identificar tendencias y establecer un sistema
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de integracién. Los enfoques técnicos abarcaran las dreas de los
juegos de guerra cibernéticos, el entorno tecnoldgico, la integra-
cion en el ambito espacial, el estado de las tecnologias avanzadas
de simulacién y estudios de caso en los sectores militar (publico) y
civil (privado). Los enfoques estratégicos, similares a los de los que
incluyen un componente no técnico, abarcan cuestiones politicas y
legales, el factor humano, la cooperacién y el intercambio de infor-
macion, y las cuestiones éticas. La conclusion resume los principa-
les hallazgos de esta investigacion, a la vez que sugiere un marco y
explica la importancia y las perspectivas futuras, impulsando asi el
debate sobre una convergencia innovadora y estratégica de las ope-
raciones cibernéticas y los juegos de guerra espaciales como medio
para mejorar la seguridad nacional.

Palabras clave: juegos de guerra cibernéticos, ciberespacio, seguri-
dad nacional, infraestructura, vulnerabilidades
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Introduction
The pace of technological prog-

ress in space exploration and

satellite technology has entered
a new cyber vulnerability era. The need
for strong cybersecurity in space op-
erations has been reinforced by recent
attacks. NASAs Terra AM-1 satellites,
originally launched in 1999 and vital
to NASA’s Earth observation network,
faced suspicious incidents in 2008—
more specifically, potential cyber in-
terference (U.S.-China Economic and
Security Review Commission, 2011). In
an illustration of real-life risks to space
assets, the Russia-Ukraine conflict of
2022 included cyberattacks targeting
ViaSat and Starlink satellites (Tidy,
2022).

Cybersecurity has become in-
creasingly important in space as space
infrastructure supports global commu-
nications, navigation, and national se-
curity. The Space Information Sharing
and Analysis Center (ISAC) report-
ed in June 2024 that it had observed
more than 100 attempted cyberattacks
against space systems on a weekly ba-
sis, emphasizing the increasing threat
landscape faced by the sector (Space
ISAC, 2024). This conference proceed-
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ing report will investigate the nexus of
cybersecurity and space operations;
specifically, investigating cyber war-
gaming as a venue to improve the se-
curity of space missions. It aims to ac-
complish the following three targets:
analyze the current cyber threats to the
space domain, assess the effectiveness
of cyber wargaming, and recommend
a framework for meeting space-based
cybersecurity challenges. Through ful-
filling these goals, this research aims to
provide insight into the challenges of
protecting essential space assets from
the evolving cyber threat in an ever-in-
creasingly connected globe.

Background

s the importance of space-based
Aassets for civilian and military

uses has grown, so has the evo-
lution of cyber threats in the space do-
main. It is a transition from the physi-
cal to the digital threat, punctuated by
several salient private sector incidents
and trends. During the early years of
space exploration, the concern revolved
mostly around physical threats to satel-
lites. But the digital age has introduced
an entirely new range of vulnerabilities.
For example, in 2022, a cyberattack
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against ViaSat, a private satellite com-
munications company, disrupted inter-
net service across Europe and impacted
Ukrainian military communications
(Tidy, 2022). The incident underscored
the broad implications of cyber threats
in space and their potential effects on
civilian and military aspects alike.

Private corporations entering
the field of space exploration and sat-
ellite deployment have complicated the
cybersecurity landscape even further.
An item that comes to mind is SpaceX’s
Starlink satellite network, which has
been an indispensable asset in numer-
ous situations, including offering inter-
net access in combat zones. In 2022, in
conflict zones in Ukraine, there were
attempts to jam Starlink frequencies,
which led to the company rapidly re-
leasing a software update to mitigate
future attempts (Sheetz, 2022). An ex-
ample of private sector vulnerability is
demonstrated in the 2019 cyberattack
on Visser Precision, a contractor work-
ing for several space and defense com-
panies, including SpaceX and Lockheed
Martin. Similar to SolarWinds  other
clients, the attack involved both ran-
somware and data theft, highlighting
the risk of supply chain vulnerabilities
for the space industry (Cimpanu, 2020).

Currently, there is a patchwork of
government, military, and commercial
interests in the world of space-based
cybersecurity. Programs like those of
the Space Information Sharing and
Analysis Center (ISAC), which help
create collaboration in the space indus-
try, speak to this complexity. According
to a report from the Space ISAC, there
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is an increasing number of attempted
cyberattacks on space systems in recent
months as of 2023, which has empha-
sized the increasing risk of the threat
landscape (Space ISAC, 2023). It is
clear a cohesive cybersecurity strategy
across both private and public sectors is
required. In turn, the U.S. government
has acted in ways to improve cooper-
ation. For example, the Cybersecuri-
ty and Infrastructure Security Agency
(CISA) identified common sources of
cyber risk to space systems and miti-
gation options mapped to the National
Institute of Standards and Technolo-
gy (NIST) Cybersecurity Framework
(CISA, 2024).

Private companies are also tak-
ing the initiative. Salesforce partnered
with Google, Okta, and Slack in 2021
to announce a Minimum Viable Se-
cure Product (MVSP) effort, establish-
ing minimum-security demands for
business-to-business software and out-
sourcing suppliers (Center for Strategic
and International Studies [CSIS], 2022).
Though not space systems specific, this
initiative is indicative of the increasing-
ly important role of the private sector in
codifying cybersecurity standards that
can also potentially carry into the space
domain. These examples highlight the
dynamic nature of cyberattacks in the
space domain and the importance of
generic, collaborative cybersecurity
strategies to safeguard the growing eco-
system of interwoven circumstances
impacting the security of outer space
with the public and private sector.
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Methodology

his study employs a semantic ap-

proach to identify cybersecurity

issues regarding the cyber threat
in the space domain. The methodolo-
gy is a hybrid of qualitative analysis
leveraging existing literature and case
studies, and a quantitative analysis of
cyber incidents in the space sector. The
input in question is the mentioning of
data statistics dating as far as 2017 for
the purpose of key statistical illustra-
tions in this report among public and
private sectors. Data collection con-
sisted primarily of a literature review
of relevant unclassified academic jour-
nals, industry reports, and government
documents, typically found on web
searches. The research was also aided
by a daily influx of interactions with
cybersecurity experts and space indus-
try professionals through military and
corporate service connections. These
conversations offer useful perspectives
on current approaches and emerging
trends. It also includes an analysis of
public data on cyber-attacks on space
infrastructure, providing a quantita-
tive view of the prevalence and types
of such threats. The data was analyzed
thematically to wrest key vulnerabili-
ties, trends, and solutions on cyberse-
curity. By employing this multi-faceted
analysis, the study captures the intri-
cate relationship between cyber threats
and space systems, which serves as a
strong basis for its conclusions and rec-
ommendations.
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Cyber Vulnerabilities in
Space Infrastructure

ur research revealed some key

segments of space infrastruc-

ture that are vulnerable to cy-
ber-attacks. These vulnerabilities in
both the military and private sectors
pose growing threats that could have
disastrous impacts on our space-based
assets and operations. Telecom systems
are a prime target for cyber criminals
looking to tap into global communi-
cation or grab sensitive data. For in-
stance, in the military domain, in 2018,
hackers, thought to be state-sponsored,
broke into a U.S. Navy contractor and
made away with 614 gigabytes of un-
dersea warfare-related data, including
plans for a supersonic anti-ship mis-
sile (Nakashima & Sonne, 2018). This
incident brought attention to the vul-
nerability of military communications
and data storage systems connected to
space-based infrastructure.

The space sector also involves
components from a complex network
of suppliers involved in satellite man-
ufacturing and launch operations,
which poses multiple entry points for
cyber-interference or attacks against its
supply chains. Visser Precision, a con-
tractor of space and defense companies
such as SpaceX and Lockheed Martin,
was also a victim of a ransomware and
data theft cyberattack in 2019 (Cim-
panu, 2020). The incident highlighted
supply chain vulnerabilities for major
players in the space world. Key systems
of national security, such as military
satellites and other space-based assets
relevant to national security
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In the private sector, telecommu-
nications companies such as AT&T and
T-Mobile have known vulnerabilities
related to their operations, including
satellite communications. For instance,
the AT&T data breach affecting about
73 million current and past custom-
ers, discovered in March 2024. In this
breach, the hackers managed to expose
sensitive personal data, consisting of
Global trade, personal, and private in-

formation, including Social Security
numbers, passcodes, full names, email
addresses, mailing addresses, phone
numbers, dates of birth, and AT&T
account numbers (AT&T, 2024). Al-
though not specifically aimed at satel-
lite systems, this event highlighted the
interconnectedness of terrestrial and
space assets communications infra-
structure and the risk of cascading im-
pacts from cyber-intrusions.

Figure 1. Millions of customers being impacted by AT&T data breach since March
2024, including identity theft from all walks of life (AT&T, 2024)

Another incident of data breach
involved T-Mobile, which had a major
data breach in 2021 that impacted more
than 50 million customers; hackers ac-
cessed personal information through
a vulnerable API (Whittaker, 2021).
These examples illustrate the continuing
difficulty of securing massive amounts
of customer data and the possible af-
termath to the space-based communi-
cations infrastructure. Sandoval’s team
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for AT&T R&D was very involved in
ensuring the cyber readiness of AT&T’s
space-based assets. The increasing con-
vergence of terrestrial and space-based
(and Navy) communications was raised
with a press release by the recent 2022
announcement of a partnership with
Northrop Grumman to create a 5G-en-
abled digital battle network for the U.S.
Department of Defense (AT&T, 2022).
Threats in this domain are emerging:
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1. Complex spear-phishing assaults
aimed at space agency personnel
using human frailties to leverage
entry into important systems.

2. Malware that used artificial intelli-
gence to target weaknesses in sat-
ellite control systems, which could
give unauthorized users the abil-
ity to change tracking or disable
satellites.

3. Given the potential for quantum
computing attacks against existing
encryption used in space commu-
nications, existing security mea-
sures may become obsolete.

4. Supply chain attacks on the array of
contractors and subcontractors that
participate in space infrastructure
building.

These developing dangers high-
light the necessity to constantly adapt
and strengthen cybersecurity initiatives
in the military and non-public sector
space operations. Let me encourage
you to walk through some of AT&T’s
responses to what was one of the larg-
est data breaches of 2024. It serves as a
stark reminder of the need for strong
data protection practices, frequent se-
curity checks, and quick incident re-
sponse in an environment where cyber
threats are constantly transforming.

Cyber Wargaming in
Space Domain

yber wargaming has been iden-
tiftying itself as a useful tool for
cyber preparedness and aver-
sion in the space domain. This meth-
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od includes reflecting attacks in space
companies and enables their vulner-
abilities, along with the possibility of
counters, to be identified. The practice
is especially vital as so many systems
now depend on space-based assets for
functions as critical as communica-
tions, navigation, and Earth observa-
tion. With most exercises historically
centering around terrestrial networks,
cyber wargaming in the space domain
remains in its infancy. However, space
typology scenarios are increasingly be-
ing integrated into these simulations.
This paradigm shift is necessitated by
the unique characteristics of space sys-
tems, with their remote environments,
challenges of physical access for repairs,
and the potential for space effects to
impact operations on Earth. Based on
these empowered theoretical frame-
works, there have been some positive
developments demonstrating the evolu-
tion of space-centric cyber wargames in
recent years. For example, the ICARUS
matrix (Imagining Cyberattacks to An-
ticipate Risks Unique to Space), which
is the product of the Ethics & Emerg-
ing Sciences Group, produces more
than four million different scenarios to
anticipate and prepare for space-based
cyber threats.

This tool embraces everything
from near-term worries to far reaches
of the future, such as insider threats, Al
weaponization, and false-flag attacks.
Lessons learned from field exercises
across industry and the military reveal
the promise of cyber wargaming to
improve space security. In the military
arena, the U.S. Space Force recently ran
a series of cyber wargames, simulating
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ICARUS Matrix: generating novel scenarios in outer space cybersecurity
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Figure 2. ICARUS Matrix for Space Cybersecurity Operational Readiness (Lin, 2023)

attacks on satellite networks. These ex-
ercises resulted in better incident re-
sponse protocols and underscore the
necessity for greater coordination be-
tween space and cyber operations. The
wargames simulated various scenarios,
including attempts to hijack satellite
command and control systems, dis-
rupt communications, and manipulate
data transmitted from space-based as-
sets. Consequently, the Space Force has
honed its defensive tactics and beefed
up its cybersecurity protocols for its
space operations. For example, in the
civilian sector, a leading satellite com-
munications provider used cyber war-
gaming to find and fix vulnerabilities
in their ground control systems, avoid-
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ing a potential data breach. This exer-
cise was designed to simulate a range
of cyber-attacks on the company’s in-
frastructure, from its satellite control
centers to its data downlink facilities
and customer-facing systems. Through
these simulations, the company discov-
ered previously indeterminate vulnera-
bilities in the architecture of its network
and its software systems. By creating a
virtual version of its space and ground-
based physical assets, the wargaming
process was able to realistically simulate
various scenarios without jeopardizing
any physical infrastructure. Composed
of ethical hackers, red teams tried to
penetrate the systems, and blue teams
defended against attacks. The drill un-
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covered several major vulnerabilities, such as outdated software in ground sta-
tions, weak encryption protocols in satellite-to-ground communication links, and
potential insider security threats. Based on these findings, the company made a
number of improvements, including:

Upgrading software and firmware over all ground stations.
Enhancing encryption protocols for all space-to-ground communications.

Improving access controls and monitoring systems to defend against insider
threats.

4. Creatingnewincidentresponse plans specifically for space-based cyber-attacks.

The proactive lesson learned not only prevented a potential information
breach but also significantly improved the overall security posture of the compa-
ny’s space operations. The success of this exercise led to a new regular schedule
of cyber wargaming as part of the company’s overall security strategy. This work
highlights a few case studies in leveraging cyber wargaming and the increasing sig-
nificance and effectiveness of cyber wargaming within the space domain. Howev-
er, as global infrastructure and the economy rely more and more on space systems,
the natural tendency to protect their physical property must be complemented
with cybersecurity practices. Winters (2018) explains why cyber wargaming is an
ideal solution: “It’s a powerful tool for organizations to validate their defenses and
identify weaknesses, this is especially critical when considering the unpredictable and
evolving nature of cyber adversaries seeking to attack space assets”

Framework for Integrated Cyber-Space
Security Wargaming Operations

he findings of the research are foundational and lead to the proposition

of a holistic framework to harmonize cyber and space-related security en-

vironments for both technical and non-technical measures. Technically,
the important measure is to develop more advanced simulation technology. Data
up to October 2023 for simulation will bring the best cyber wargame scenario
solutions for space-based systems. For example, tools such as SimSpace Cyber
Range provide customized solutions that can drastically improve detection capa-
bilities by using realistic emulation of actual cyber threats. Cybersecurity needs
must be addressed through space domain-specific measures as well. This includes
setting up personalized security protocols allowing satellite communications to
take into account the distinctive problems posed in the space environment, e.g.,
the necessity for radiation-resistant algorithms and onboard, real-time threat de-
tection systems. The policy and legal aspects are also an important part of this
paradigm. We must urgently shape international norms and treaties around cy-
bersecurity in space. Initiatives like some of NASA’s recent work applying artificial
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intelligence, blockchain, and nanosatel-
lites to improve satellite security could
provide useful models. Public-private
partnerships are also a key element
of this framework. Creating informa-
tion-sharing forums and conducting
joint cybersecurity exercises between
government and commercial space
companies would help greatly improve
overall space cybersecurity. The U.S.
Government and industry have become
increasingly reliant on satellites, requir-
ing a “Defense-in-Depth” approach to
space cybersecurity. This framework
attempts to foster a holistic cyber envi-
ronment for space domain problems by
attempting to leverage both technical
and non-technical mechanisms.

Conclusion
Implementation Barriers

he proposed framework for inte-

grated cyber-space security fac-

es several implementation chal-
lenges:

1. Technological limitations: Accu-
rately simulating complex space
systems remains a significant hur-
dle. The unique environment of
space and the intricate nature of
satellite networks pose challenges
in creating realistic cyber wargam-
ing scenarios.

2. Regulatory hurdles: International
cooperation on space cybersecuri-
ty is hampered by varying national
interests and the lack of a compre-
hensive global regulatory frame-
work. Establishing common stan-
dards and protocols across different
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countries and space agencies pres-
ents a formidable challenge.

3. Resource constraints among na-
tional and global entities: Smaller
space agencies and companies of-
ten lack the financial and technical
resources necessary to implement
robust cybersecurity measures. This
disparity in capabilities could create
vulnerabilities in the overall space
infrastructure ecosystem.

Emerging Trends

Several trends are shaping the future of
space cybersecurity:

1. Mega-constellations: The deploy-
ment of large satellite constella-
tions, such as those for global in-
ternet coverage, introduces new
cyber risks due to their increased
attack surface and complex network
architecture.

2. Increasing autonomy: As satellite
operations become more auton-
omous, the cybersecurity impli-
cations grow. Al-driven systems
present both opportunities for en-
hanced security and potential vul-
nerabilities if compromised.

3. Blockchain technology: The poten-
tial of blockchain in securing space-
to-ground communications is being
explored, offering new possibilities
for data integrity and secure trans-
actions in space operations.

Areas for Further Research

To address future challenges, further
research is needed in:
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1. Quantum-resistant encryption:
Developing encryption methods
that can withstand attacks from
quantum computers is crucial for
long-term space communications
security.

2. Al-driven threat detection: Ad-
vancing Al and machine learning
capabilities for real-time threat
detection and response in satellite
networks.

3. Legal and ethical frameworks: Es-
tablishing guidelines for offensive
cyber operations in space, balanc-
ing national security interests with
international cooperation and ethi-
cal considerations for private sector
entities additionally.

The findings highlight the urgent
need to embed cybersecurity in space
operations throughout the boardroom.
A proposed integration framework for
cyber-space security integration has
been developed as a basis for these sec-
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