Space Education and Strategic Applications Journal « Vol. 2, No. 1 « Fall 2020 / Winter 2021

Evaluating Space as the Next Critical
Infrastructure Sector

Mark Peters 11
USAF Retired

ABSTRACT

When one considers critical infrastructure protection, the default
discussion too often becomes discussing cyber vulnerabilities as
the only way to defend the homeland without considering whether
all correct critical infrastructure (CI) was identified. When created,
the Department of Homeland Security (DHS) protected those criti-
cal U.S. infrastructure categories identified by the executive branch
with all military space infrastructure becoming part of the cate-
gory called Defense Industrial Base. Other potential space sectors
including television, satellite manufacturing, commercial launch,
and global positioning disappeared into other CI categories such
as critical manufacturing, communications, or information tech-
nologies. Just as military space required a separate armed service
in the Space Force, the time appears right to implement a space CI
sector including from commercial satellite manufacturing through
launch and ground control to on-orbit missions as critical to U.S.
public health, public safety, economic benefit, and national secu-
rity. Starting with historical approaches to selecting and protect-
ing CI, this paper expands to what sectors are currently protected,
which space infrastructure matters most, and provides a qualitative
CI sector comparison based on a hypothesis-based design.

Keywords: evaluating space, critical infrastructure (CI), sector, De-
partment of Homeland Security

Evaluacion del espacio como el proximo sector
de infraestructura critica

RESUMEN

Cuando se considera la proteccion de la infraestructura critica, la
discusion predeterminada con demasiada frecuencia se convierte
en discutir las vulnerabilidades cibernéticas como la tinica forma
de defender la patria sin considerar si se identifico toda la infraes-
tructura critica (CI) correcta. Cuando se creo, el Departamento de
Seguridad Nacional (DHS) protegi6 las categorias criticas de in-
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fraestructura de los EE. UU. Identificadas por el poder ejecutivo y
toda la infraestructura espacial militar se convirti6 en parte de la
categoria denominada Base Industrial de Defensa. Otros sectores
espaciales potenciales, como la television, la fabricacion de satéli-
tes, el lanzamiento comercial y el posicionamiento global, desapa-
recieron en otras categorias de CI, como la fabricacion critica, las
comunicaciones o las tecnologias de la informacion. Asi como el
espacio militar requeria un servicio armado separado en la Fuerza
Espacial, parece que es el momento adecuado para implementar un
sector de CI espacial que incluya desde la fabricacion de satélites
comerciales hasta el lanzamiento y el control terrestre hasta misio-
nes en Orbita que son criticas para la salud publica, la seguridad pu-
blica y la economia de los EE. UU. beneficio y seguridad nacional.
Comenzando con enfoques histdricos para seleccionar y proteger
la IC, este documento se expande a qué sectores estan actualmente
protegidos, qué infraestructura espacial es mas importante, y pro-
porciona una comparacion cualitativa del sector de la IC basada en
un disefio basado en hipotesis.

Palabras clave: espacio, infraestructura critica (CI), evaluacidn,
sectores espaciales, infraestructura cualitativa, critica
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1. Introduction

he most terrible threat for any

strategic planner is suffering a

Pearl Harbor type event exceed-
ing all previous expectations due to a
lack of proper preparation. In all critical
infrastructure (CI) debate, cyber vul-
nerabilities have reigned supreme as a
panacea to protect the homeland. How-
ever, many systems vulnerable to cyber-
attacks have other inherent weaknesses
demanding unique protections best ad-
dressed by dedicated bodies of experts.
The central question then becomes
whether analysts and strategic planners
planning for homeland defense iden-
tified all correct critical infrastructure
areas. Today, the answer should be no.
Space infrastructure demonstrates crit-
ical contributions to U.S. public safety,
provides clear economic benefit, and
national security value but remains
unaddressed by the Department of
Homeland Security as a holistic sec-
tor. To understand why space critical
infrastructure should be included, one
starts with how DHS selects critical in-
frastructure, which existing areas are
protected, identifying critical space ca-
pabilities, and validating U.S. benefits.
As the Space Force’s creation validates,
if the U.S. fails defend space infrastruc-
ture, we will lose many benefits our cit-
izens value today.

CI ownership has long been sole-
ly the executive branch’s responsibility
with informed opinions occasionally
used to review and revise processes,
usually when administrations change.
Despite adding the Department of
Homeland Security (DHS) as a cabinet
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member, CI history and selection pro-
cess are largely administratively driven
by administrative decisions. The DHS
defines critical infrastructure as “sys-
tems and assets, whether physical or
virtual, so vital to the United States that
the incapacity or destruction of such
systems and assets would have a debili-
tating impact on security, national eco-
nomic security, national public health
or safety, or any combination of these
matters”(DHS, 2020). Sixteen sectors
currently constitute the Critical Infra-
structure and Key Resources (CIKR)
identified by the DHS and seconded to
the Cybersecurity and Infrastructure
Security Agency (CISA). Rather than
individually assessing each sector in
detail, the employed method measured
the sectors as groups against a potential
space category. The five combined sec-
tors are hazardous materials, life sus-
taining support, manufacturing, digital
spaces and governance. Each sector was
previously assessed as having sufficient
impact to require protection with bud-
get, dedicated groups, and processes to
accomplish those goals. The five groups
were compared to space with three hy-
potheses, first, comparing public health
and economic benefits, second, com-
paring national security benefits, and
finally, evaluating a counter-hypotheses
that space facilities are sufficiently pro-
tected by other sectors as to not require
unique protections.

This paper demonstrates space
shows enough common characteristics
in national security, economic benefit,
public health, and public safety with
other critical infrastructure areas to
merit consideration as a separate func-
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tion. Other sectors each cover portions
of potential Space sector vulnerabilities
through defending cyberspace net-
works, physical locations, and logistics
transport yet fail to offer sufficient pro-
tection to space infrastructure. When
first created, the Department of Home-
land Security identified selected areas
correlated from previous administra-
tions as central to U.S. protection. All
military defense requirements for ac-
quisition, manufacturing and services
were categorized as part of the Defense
Industrial Base. This assumed all com-
mercial-produced items necessary for
military success were built in individ-
ual facilities or distinguishable within
other facilities. As the Space Force be-
gins operations, the time appears right
to propose a space sector, from com-
mercial build and ground control to
on-orbit employment, should be con-
sidered a critical infrastructure area for
the United States.

The next step to evaluating space
as a separate sector considers two fac-
ets, what functions would be considered
space infrastructure, and what risks
do those facilities face? The first space
function for considerations should
the launch facilities, ground control,
and satellites. Without launch, there is
no space but without control, any de-
rived value may be greatly reduced. en
different, U.S. located, spaceports are
currently licensed by the FAA (FAA,
2018). Although the list begins in 1998,
the newest construction was Space-
port America in New Mexico (Amer-
ica, 2020). Any list must also include
the manufacture and transportation of
space goods and services. Finally, any
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space infrastructure includes the com-
munication networks required to com-
municate between ground and on-or-
bit devices. The equation’s other half
considers potential risks as the threats
and vulnerabilities faced by space CI.
Threats to ground-based infrastructure
likely remain the same as for other sec-
tors while space will also inherit threats
in the manufacture and communica-
tion sectors. Unique to space are fea-
tures like space weather, orbital debris,
direct action by adversaries, limited
orbital slots, commercial interference
as well as potentially unknown events.
This area also considers whether the ex-
isting Space Information Sharing and
Analysis Center (ISAC) provides suffi-
cient protection to space facilities

Finally, the paper finishes
through evaluating each hypothesis,
discussing evidence, and making a
recommendation for space as future
critical infrastructure. Each hypothe-
sis was be qualitatively evaluated as an
aggregate and individual sectors before
comparing to the same results for space.
These comparisons provide research in-
tegrity through demonstrating where
each sector might stand during any fu-
ture process. Additionally, the counter
hypothesis offers a contrary opinion to
see if other sectors may indeed provide
sufficient coverage for space. While
eventual decisions will lie at the feder-
al level, comprehensive analysis should
add substance any discussions. This last
section makes some recommendations
for further studies, protection theo-
ry, and potentially merging existing
CI sectors to create additional budget
room for space facilities.
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2. History of Critical
Infrastructure?

he critical infrastructure the-

ory states identified structures

are systems the American peo-
ple depends on for daily life sustaining
or improving services. Incapacitating
or paralyzing any CI system either in-
dividually or in aggregate function
could seriously damage the homeland
through degrading national securi-
ty, the U.S. economy, or public health.
These parameters have changed over
the years so David Reidman’s clarifying
work to assess fourteen different policy
documents since 1986 uncovers com-
mon terms across multiple documents
(Reidman, 2016). Although CI protec-
tion has been relatively common re-
cently, the first federal usage for CI oc-
curred less than 25 years ago. Reidman’s
search looked for key words including
“nationally significant,” “provide vital
service,” “interdependent system,” “de-
bilitating impact,” and “safety of public”
While these terms are useful during an
assessment, this paper uses the defini-
tion for CI from the 2001 Patriot Act,
Title X, Sec 1016 H, “systems and assets,
whether physical or virtual, so vital to
the United States that the incapacity or
destruction of such systems and assets
would have a debilitating impact on
security, national economic security,
national public health or safety, or any
combination of those matters” (Con-
gress, 2001). This definition was select-
ed as it also forms the basis for the DHS
mission as a governmental agency. One
can see the slight language variance
from Reidman’s study although the only
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major difference lies only in the term,”
interdependent.”

Interdependence normally refers
to the international relations viewpoint
advocated by Joseph Nye and Robert
Keohane (Keohane & Nye, 1997). The
concept builds from when organiza-
tions demonstrate multiple connec-
tions, show a lack of hierarchy among
those connections, and deemphasize
military force. When applying interde-
pendence to CI, one can use all three
qualifications from a slightly differ-
ent perspective. Critical infrastructure
components offer a backbone to soci-
etal processes through multiple con-
nections at various hierarchical levels.
As an example, a recent Department of
Treasury memo lists essential financial
services as all those who process finan-
cial transactions and services, insurance
services, financial operations, security
and all underlying third-party provid-
ers (Mnuchin, 2020). The volume of
included personnel demonstrates the
multiple connections, and at the same
time, the lack of hierarchy in which as-
pects work with which other connec-
tions and when. The memo reinforces
the third point through the absence of
any Department of Defense resource
references.

Advocating for change to exist-
ing governmental processes like the
DHS’s Critical Infrastructure and Key
Resource (CIKR) listing requires first
discussing how previous changes oc-
curred. Many believe Federal CI protec-
tion begins with the Patriot Actand 9/11
attacks, but the first attempts to protect
U.S. infrastructure began five years ear-
lier during the Clinton Administration.
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President Bush used his mandate to
make some significant changes, Presi-
dent Obama made more, and the recent
administration continued the trend
through President Trump’s creation of
the Cybersecurity and Infrastructure
Security Agency (CISA). Change typi-
cally occurs at the point where an ad-
ministration changes as well as several
times during each administration de-
pending on how internal and external
pressures are applied.

The first, formal federal “criti-
cal infrastructure” definition was 1996
when President Clinton signed Exec-
utive Order 13010 (Listes, 2018). In
typical government fashion, EO 13010
designated 10 agencies to contribute to
a commission who reported to a Princi-
pal committee in the National Security
Council structure. The order identified
eight critical areas as vulnerable to ei-
ther physical or cyber-attacks (Clinton,
1996).! The commission returned the re-
port the following year and highlighted
five sectors of each area most vulnerable
to attack as; information and commu-
nications, energy, banking and finance,
physical distribution, and vital human
services. Several vulnerability areas
overlap sectors as CI although were not
treated as a distinct area at the time.

Two years later, in 1998, Presi-
dent Clinton signed Presidential Deci-
sion Directive 63 (PDD-63). PDD-63’s
aimed to develop improved protection
capacity for U.S. CI and marks the first
time cyber was defined as a CI compo-

nent. Further, PDD-63 designated fed-
eral agencies as lead for each specific
sector in coordination with equivalent
Sector Liaisons designated from private
industry (Clinton, Presidential Deci-
sion Directive/NSC-63 "Critical Infra-
structure Protection, 1998). This proved
to be a continuing bedrock concepts
for today’s CI planning and will likely
continue as vital for the space industry
as large elements including launch and
control shift into the private sector.

In 2001, the 9/11 attacks rede-
fined the how the US. government
defined protection, and CI was no ex-
ception. The 2001 Patriot Act discussed
the requirements for CI protection and
information sharing while leaving out
calling for any specific areas. The 2002
Homeland security act adds defini-
tions for key resources which were then
used to write the Homeland Security
Presidential Directive -7 (HSPD-7).
Further, HSPD-7 reduces the CI sec-
tors to five which were designated as
information technology, telecommuni-
cations, chemical, transportation sys-
tems, emergency services and postal
while including dams, government fa-
cilities, and commercial facilities as key
resources. The directive adds several
other requirements and coordination
elements to homeland security includ-
ing mandating the government respon-
sible agents would liaise independently
to each sector’s private institutions. The
Department of Homeland Security was
also designated as the agency to change,
modify, or otherwise update CI any re-

1  The eight identified sectors were: telecommunications, electrical power systems, gas and oil storage
and transportation, banking and finance, transportation, water supply systems, emergency services
(including medical, police, fire, and rescue), and continuity of government.

58



Evaluating Space as the Next Critical Infrastructure Sector

quired elements (Bush, 2003). While
the DHS continued to monitor and
track changes from below the policy
level, the next significant change was
2013 when Presidential Policy Direc-
tive 21 (PPD-21) outlined federal in-
frastructure protection roles through
clarifying functional relationships, en-
abling efficient information exchange,
and implementing an integration and
analysis functions (Goss, 2014). This
directive accomplished two other key
functions, establishing an independent
analysis center for physical effects on
infrastructure, and another center for
cyber effects. Further, PPD-21 expand-
ed the critical sectors to 16, where the
number stands today.

The next CI security change was
launching the Cybersecurity and In-
frastructure Agency (CISA) as a DHS
branch. On November 16, 2018, Pres-
ident Trump signed the 2018 Cyber-
security and Infrastructure Security
Agency Act into law which elevated
the former National Protection and
Programs Directorate (NPPD) within
DHS to establish CISA and included
the National Cybersecurity and Com-
munications Integration Center (NC-
CIC). CISAs priorities are federal net-
work protection, comprehensive cyber
protection, infrastructure resilience
and field operations, and emergency
communications. rior to CISA, NCCIC
had realigned in 2017 to integrating like
functions previously performed by the
U.S. Computer Emergency Readiness
Team (US-CERT) and the Industri-
al Control Systems Cyber Emergency
Response Team (ICS-CERT) inde-
pendently (CISA, 2020). The changes
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might lead one to consider whether any
physical CI protection, or independent
cyber defense are still being considered
as vital components for the sixteen CI
families, an interesting topic but out-
side this paper’s scope.

Although the agency remains
new, the assumed responsibilities in-
clude all features previously managed
by DHS as the National Security Agen-
cy assumes all signal intelligence re-
sponsibilities for the Department of
Defense. CISAs budget for 2020 was
$2B with the planned budget for 2021
as $1.75B (DHS, Cybersecurity and In-
frastructure Security Agency: Budget
Overview, 2020). This contrasts sharply
with the formal DHS budget for 2020
of $51B (DHS, FY2020 Budget in Brief,
2020). CISA was included as part of the
overall DHS budget but has the lowest
budget rating of all designated areas.
The CISA numbers match the budget
requirement for the U.S. Secret Service
but are surpassed by “Other” at 4% and
then U.S. Citizenship and Immigration
Services at 5%. The two highest budget
areas for DHS are the Federal Emer-
gency Management Agency at 31% and
U.S. Customs and Border Protection
at 23% (DHS, FY2020 Budget in Brief,
2020). The miniscule $2B overall bud-
get is only .5% when compared to the
interest paid on national debt and only
30% of launch revenues as the lowest
producing economic sector for space
(Amadeo, 2020).

While centrally managing CI as
a U.S. federal responsibility for almost
25 years, no consistent method exists
to evaluate whether to included new
CI areas discard old ones. Neither has
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any discussion emerged regarding how
sectors are categorized and evaluated as
each set of approvals was recommend-
ed by congressional inquiry and then
validated by Executive Order or Pres-
idential Policy Directive from the four
most recent Presidents. Seven of the
sixteen areas are assigned directly to
DHS and two more are shared, or were,
prior to CISAs emergence. The Depart-
ment of Health and Human Services
owns one area and shares one, while the
Departments of Defense, Energy, Trea-
sury, and the Environmental Protec-
tion Agency each focus on one area. A
framework similar to the one used later
in the paper to evaluate space CI hy-
potheses could be equally enacted by a
simple mandated congressional report-
ing structure based on economic value,
public health, and national security to
score yearly or biannually to validate
infrastructure protection needs.

3. Comparing CI Sectors

ixteen infrastructure protection

categories currently exist and eval-

uating each in depth would take
many more pages than available during
each discussion so instead, this paper
treated those functions largely as aggre-
gated functions for hazardous materi-
als, manufacturing, life sustaining ser-
vices, digital spaces, and government
and governance functions. Each section
has been aggregated to cover 2-4 of the
existing sectors based on their similar-
ity to other functions. Only a top level
look is considered for individual func-
tions without considering individual
economic revenues or unique capabil-
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ities. Multiple ways probably exist to
parse the existing sixteen sectors for
different factors or integrations, and
even parsed, some of the sectors are
likely large enough to require multiple
liaisons from government and commer-
cial domains. Hazardous materials as
the first grouping includes the chemical
and nuclear sectors which covers a re-
quirement to safely transport products.
Both sectors contribute to space sector
usefulness in terms of fuel or power
while neither creates a direct dependent
link. A second grouping designation
would be life sustaining for water and
wastewater, dams, food and agriculture,
and energy. Dams and energy both pro-
vide power in a different manner from
nuclear and requiring less waste trans-
port although still support daily needs.
At the same time, water and food again
deliver necessities for daily life through
public health and safety. The life sus-
taining grouping would more likely
supply secondary dependent links to
those working in space areas such as
supporting ground control and manu-
facturing. Current satellites usually re-
ceive power from either internal fuel or
solar power once launched. The below
chart (Table 1) describes the grouping
for all five aggregated sectors.

The third grouping, manufac-
turing includes commercial facilities,
critical manufacturing, and the De-
fense Industrial Base. All three sections
would tie tightly to space infrastructure
aspects although no specific cross coor-
dination emerges. The Cyber and Infra-
structure Security Agency lists the four
critical manufacturing components as
primary metals, machinery, electrical
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Table 1: Aggregated Groups for the Dept. of Homeland Security Critical Infrastructure

Sectors

equipment and transformation equip-
ment while commercial facilities has
eight sub-sectors (CISA, Critical Man-
ufacturing Sector, 2020).> Commercial
facilities would more likely be tied to
the private presentations associated
with space commercial foundations
or retail sites selling space-associated
products. Finally, the Defense Indus-
trial Base contains all those subsec-
tions who work under contract to the
Department of Defense. This section
would likely include the entire govern-
ment space industry although like the
other elements, no separate distinction

appears just for space infrastructure. In
2018, the U.S. spent $47.5B on all space
services while the global space, ground
services market alone was $60B (FAA,
2018). A fourth grouping, Digital Spac-
es, would include communications, in-
formation technology (IT) , and Finan-
cial services. Communications involves
all forms of voice and data transmission
while the IT sector coordinates ser-
vices provided by hardware and soft-
ware components. The Financial sector
depends on the previous two working
successfully to push through their reg-
ular functions contributing to U.S. eco-

2 Eight sub-sectors are Entertainment and Media (e.g., motion picture studios, broadcast media),
Gaming (e.g., casinos), Lodging (e.g., hotels, motels, conference centers), Outdoor Events (e.g.,
theme and amusement parks, fairs, campgrounds, parades), Public Assembly (e.g., arenas, sta-
diums, aquariums, zoos, museums, convention centers), Real Estate (e.g., office and apartment
buildings, condominiums, mixed use facilities, self-storage), Retail (e.g., retail centers and districts,
shopping malls), Sports Leagues (e.g., professional sports leagues and federations).
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nomic benefit. Like the third grouping,
space will heavily depend on this sector
but no specific identification for space
related ground links, satellite television,
or Global Navigation Satellite System
(GNSS) are included in the initial dis-
cussions for these areas.

The last grouping for compari-
son would be government and gover-
nance. This section includes emergency
services, government facilities, health-
care, and transportation. All of these
are government provided mitigation
for daily concerns. These areas have lit-
tle to nothing to do with any space CI
sector although space might be poten-
tially regulated under transportation
systems through the aviation subsector
for transportation (CISA, Transporta-
tion Systems Sector, 2020). Today, the
Federal Aviation Administration (FAA)
holds the responsibility for all space
commercial transportation. Finding
the FAA branch and webpage which
manages space takes a little more dif-
ficulty. No links existed from the main
page and the item required multiple
specific searches on the page to locate
the FAA’s space page. U.S. space launch
and transportation were categorized as
$1.7B in the FAAs 2018 Annual Space
Compendium versus $5.5B for global
launch services (FAA, 2018). The larg-
est commercial space providers in the
U.S., SpaceX, claims their 2018 launch
revenues topped $2B, more than over-
all total for all 2017 launches, reaffirm-
ing space missions economic impact.
(Sheetz, 2019)

Categorizing the various sectors
leads to considering how one assesses
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risk. Although a common definition
for risk suggests any total risk equals
threat multiplied by vulnerability, other
definitions may be used. Systemic pro-
tection for CI can skip right past risk
assessments to focus on immediate pro-
tection shortfall like physical fences or
background checks for employees. As
another risk framework example, the
European CI protection framework uses
four pillars: readiness, detection, re-
covery, international cooperation, and
information technology. These pillars
are assessed against four protection lev-
els each as primary loop, control loop,
analyzing feedback and planning (Ro-
man, 2016). Comparatively, the North
American Electric Reliability Corpora-
tion (NERC) provides 11 standards for
Critical Infrastructure Protection (CIP)
but only for electric power. The NERC
risk assessment occurs their standard,
CIP 014, including performing an ini-
tial assessment, conduct third party
review, notify owners, evaluate threats
and vulnerabilities for physical attack,
develop a plan, and have a third party
review the plan. If Space becomes an
additional CI sector, corporations and
agencies within that sector will likely
have to develop risk and industry stan-
dards for protection.

Space is not currently a CI sec-
tor although various industry pieces
fall under different, currently protected
areas. No government standard exists
for comparison between CI sectors, so
this paper uses a high-level qualitative
assessment to compare space benefits
to the other sectors. This assessment is
based on two primary hypotheses and a
counter hypothesis, included below.
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HI. If space industry infrastructure is
protected than significant value will be
preserved to the general public safety,
health and economic outcomes for U.S.
citizens.

H2. If space industry infrastructure is
protected than significant value will be
preserved to the national security out-
comes for U.S. citizens.

H3. If space industry infrastructure is
currently protected by other DHS Criti-
cal Infrastructure and Key Resource than
a unique designation is not required.

Each hypothesis was compared
on a binary basis for the existing CI
groups and for space. H1 examined the
evidence supporting the U.S. population
deriving economic and public health
benefits from space sector. Economic
benefit can be calculated through com-
paring to Gross Domestic Product num-
bers as reported by the U.S. Department
of Commerce’s Bureau of Economic
Analysis (BEA) (Howells, Morgan, &
Aversa, 2020). The BEA tracks 22 differ-
ent sectors which overlap some, but not
all, CI sectors. In this case, substantial
positive revenues were used as evidence
of economic benefit. Public health mea-
surements are more difficult to mea-
sure and will be qualitatively assessed
based on a binary summary of whether
the various space sectors contribute to
overall public well-being. The Center
For Disease Control Foundation defines
public health as, “the science of protect-
ing and improving the health of people
and their communities ... achieved by
promoting healthy lifestyles, research-
ing disease and injury prevention, and
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detecting, preventing, and respond-
ing to infectious disease“ (Foundation,
2020). Strictly based on the definition,
space contributes little to public health
but neither do many other CI sectors are
likely similar.

The second hypothesis evalu-
ated whether space increased positive
national security outcomes. Again, a
qualitative response was used to com-
paring the various sectors to space. The
qualitative structure allowed determin-
ing whether space contributes to secu-
rity relatively rather than defining an
absolute value based on a measurable
characteristic. The recently commis-
sioned Space Force establishes national
spacepower as, “the totality of a nation’s
ability to exploit the space domain in
pursuit of prosperity and security ...
comparatively assessed as the relative
strength of a state’s ability to leverage
the space domain” (U.S. Space Force,
2020). This definition does establish a
way to examine space contributions to
national security although terms like
relative strength and leveraging would
have to be more concisely defined. Pub-
licly, many space contributions are like-
ly overlooked on a daily basis including
functions such as satellite television,
positioning services, and even timing.

The final hypothesis explores the
counter position, one where the argu-
ment becomes whether any existing CI
sectors already provide sufhicient pro-
tection for space infrastructure. The
two aggregate sectors likely to have the
most overlap are Digital Spaces and
Manufacturing with the other three
having significant less. Government and
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Governance would likely have the next
most coverage with Life Sustaining
and Hazardous having little to no di-
rect overlap to space functions. This
hypothesis will also be considered as a
qualitative response based on existing
CISA coverage definitions for each sec-
tion. This final sector will be evaluated
by comparing scores to other sections
and assessing whether those sectors
provide similar benefits to space.

The final evaluation step scored
the three hypotheses. While using a
qualitative standard, scores were pro-
duced form the a binary assessment of
yes (1) orno (0) and then averaged across
the board. Each section will be evaluat-
ed subjectively for whether significant
damage to the sector from a threat or
an attack could critically impact one of
the four criteria. The four criteria from
the critical infrastructure definition are
public health, public safety, economic
benefit, and national security. Each CI
sector was evaluated as either a positive
or negative for each category. Although
each category was scored, the first three
were grouped together based on the hy-
pothesis structure. Positive results were
scored as one while negative scores were
regarded as zero. Scores were recorded
for individual as well as the aggregat-
ed sectors. This provides the ability to
objectively compare various sectors. A
more extended or quantitatively focused
study could establish monetary or oth-
er impact criteria within those sections
for a more quantified comparison. Hav-
ing established a method, the next step
must be to consider what space industry
aspects could be considered as critical
infrastructure.
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4. What Should be Space
Critical Infrastructure?

hen compared to other CI

sectors, one must consid-

er what elements are space
infrastructure. Any infrastructure eval-
uation should start through the North
American Industry Classification Sys-
tem (NAICS). NAICS provides a Feder-
al agency standard to classify businesses
with two-digit classifications and adds
additional numbers up to six numerical
digits for sub-sectors. This classification
becomes the basis for collecting, ana-
lyzing and publishing statistical data
about the economy with a category revi-
sion published every 5 years since 1997
(U.S. Census Office). A keyword search
for “space” in the 2017 NAICS catalog
finds 24 results from space simulation
chambers (332313) to space research
services, [for] government (927110). In
selecting a topic from each aggregated
sector for comparison, one can find
four results for “Dam,” 26 for “nuclear,”
27 for communications, 87 for “health,”
and 7,232 for “manufacturing”

The broader space categories
from the NAICS structure includes
nine two-digit elements which make
up the 24 six-digit elements to high-
light contributed aspects and overlap.
The current 24 elements are contained
in broader two-digit elements for man-
ufacturing (33), wholesale trade (42),
transportation (48), Professional ser-
vices (54) and public administration
(92). Two sections are clearly missing
from the broader category, information
(51) and construction (23) with the pos-
sible addition of accommodation and
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food services (72). Each of these sectors
could include multiple other sectors for
evaluation. Construction would cov-
er building satellite receiving stations
and launch facilities while Information
would cover satellite telecommunica-
tions and most navigation or timing
systems. The last addition for accom-
modation and food services covers the
possibility of developing and deploying
commercial residence or other forms
of space tourism (Highfill, Georgi, &
Dubria, 2019). These assessments are
contained in a new BEA project launch
document aiming to compile more de-
tailed space economic references by late
2020 (Highfill, Georgi, & Dubria, 2019).

A more logical separation for
space infrastructure would consider
launch, ground control, orbital func-
tions, and manufacturing as separate
sub-sectors. Globally, the 2018 FAA
Compendium of Commercial Space
Transportation refers first to satellite
and non-satellite industry as a roughly
3-1 margin globally, $260B to $84B. In a
further breakdown, the same chart lists
global investments as satellite television
($97B), government budgets ($82B),
satellite ground equipment ($60B),
navigation ($52B) fixed satellite service
($17B) satellite manufacturing ($13B)
and launch ($5.5B) (FAA, 2018). One
of the biggest problems appears again as
multiple government evaluators select
different comparisons across the space
industry. Regrouping these functions
puts the global value as roughly $160B
for orbital functions, $82B for govern-
ment space, $73B for ground control,
and $5.5B for launch. As government
space functions were not segregat-
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ed through this study the best option
would likely consider government space
a different section for infrastructure.

Over the next several years,
space access and functions will prob-
ably decrease in per capita value while
increasing overall space assets num-
bers. This cost reduction increase space
functional impacts across societies as
space-based possibilities emerge for
previously unconsidered commercial
solutions. A National Defense Univer-
sity presentation suggests increasing
launch rates by a factor of 9 creates a
3x cost reduction per kg of payload
(Stockdale, Aughenbaugh, & Boensch,
2018). This decrease will match with a
lowering of individual asset costs and
decreases in associated support costs as
insurance and financing for space be-
comes better understood. Even further,
new business models will likely open
paths for investment and implemen-
tation opportunities which are not yet
even envisioned, similar to if one could
invest in digital music or smartphones
in the 1980s (Partnership for Conflict,
Crime, And Security Research, 2016).

In its present form, the National
Space Council (NSC) was established
in 1989 under the Bush administration,
closed under the Clinton Administra-
tion and did not reappear under 2016
under the Trump administration. The
Secretary of Commerce is a key mem-
ber of this board whose designed mir-
rors previous National Security Coun-
cil structures to raise space issues to the
executive branch level within the gov-
ernment. Under most administrations,
conflict between the DOD for military
space, and the National Aeronautics and
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Space Administration were key block-
ers to a unified U.S. policy (Vedda,
2016). The NSC looks to enact U.S.
space policy for commercial develop-
ment, sustainable human presence, and
expanding opportunity for Americans
to live and work in space. This match-
es long-term goals to achieve these
same results not only in Earth orbits
but also creating a human presence on
the Moon, Mars and further (Office of
Space Commerce, 2020). This govern-
mental structure could be key to space’s
reconsideration as a critical infrastruc-
ture area.

Further evidence supporting
establishing a U.S. space critical infra-
structure sector was the recent estab-
lishment of a Space Information Shar-
ing and Analysis Center (ISAC) (Space
ISAC, 2020). The Space ISAC was added
to the national council of ISACS which
establishes cross-sector coordination
for sharing information about cyber and
physical threats, mitigation strategies,
and bringing partners together (Miller,
2020). This organization looks to iden-
tify possible threats to the supply chain,
business systems and missions associat-
ed with space. The early establishment
of this ISAC could help reduce cost and
administrative difficulties in nominat-
ing a space infrastructure sector. ISACs
were established as part of the original
critical infrastructure protection plan
by PPD-63 (Clinton, Presidential De-
cision Directive/NSC-63 "Critical In-
frastructure Protection, 1998). Some
suggest the original ISAC intention was
only to coordinate on cyber threats but
the NCI mission statement suggests
both cyber and physical threat informa-
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tion are routinely reviewed (National
Council of ISACs, 2020). As some orga-
nizations seem to exist to protect some
space aspects, the next consideration
should be what threats would routinely
be faced by space critical infrastructure.

The term, “threat” drives pro-
tection discussion sbut thoroughness
demands one also evaluate vulnerabili-
ties. Active threats usually are driven by
state, non-state, or criminal actors who
intend to damage U.S critical infra-
structure as part of economic or polit-
ical goals. State actors are nations who
can afford more advanced means to
commit kinetic and non-kinetic actions
either in orbit or against terrestrial sites
(Bateman, 2020). High entry barri-
ers to space conflict suggests the most
likely U.S. opponents would be Russia
or China (Edmonds, 2020). Non-state
actors as terrorist groups, other polit-
ical activists, or even corporate enti-
ties may also have unique goals for the
space environment from destruction to
establishing resource-yielding norms
regarding extraterrestrial ~ develop-
ment. John Kleins close examination
of terrorist group’s potential capability
to operate in the space environment
proved largely negative (Klein, 2020).
Criminal groups seek to obtain an ille-
gal economic advantage through group.
Terrorists and criminals are equally de-
terred from direct orbital actions based
on the high entry costs for orbital oper-
ations but could still use cyber-attacks,
sabotage, or influences on earth-based
infrastructure to achieve desired effects.

The other half of risk, vulnera-
bilities, arise from the difficulties found
naturally in the space environment.
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Klein reflects three required functions
shaped by orbital vulnerabilities: min-
imizing debris, coordinating proximity
operations, and reducing electromag-
netic interference (Klein, 2020). Some
vulnerabilities may be caused from cas-
cading events from threats or complete-
ly derived from external, and frequently
unalterable, influences. All listed vul-
nerabilities are made more significant
by distance since all space-based assets
reside at least 62 miles above sea level.
From the terrestrial side, either ground
control installations or on-orbit func-
tions means the vast distances create a
vulnerable attack surface where threats
may interject detrimental effects. Or-
bital debris from objects either snagged
by Earth’s gravity or manmade pieces
remaining in orbit from either inten-
tional or unintentional collisions can
pose dangers to future mission. Co-
ordinating space objects for mission
events also poses dangers. All space
objects possess velocity from their po-
sition and changing those vectors to
maneuver near or around other objects
can pose significant danger. These ma-
neuvers can become more dangerous
as one considers proximity and debris.
Finally, space begins outside Earth’s at-
mosphere which minimizes the protec-
tion terrestrial objects receive to inter-
planetary electromagnetic interference
from celestial bodies or artificial signals
(Moltz, 2019).

Any risk discussion would be
remiss if not considering Black Swan
principles. Accepted risks and vulner-
abilities are largely based on known
knowns or known unknowns, those
concerns previously proven true or sus-
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pected to occur. Black Swan method-
ologies, from Nassim Taleb, are those
actions which cannot be predicted
from previous events with any reason-
able certainty (Taleb, 2010). An excel-
lent example is Japans 2011 earthquake
measuring 9.1 on the Richter scale and
the fourth largest quake since seismol-
ogists began recording in 1900 (Live
Science Staff, 2011). Reconstructed
seismic events from historical records
suggest this was the first 9.0 or larger
earthquake to ever hit Japan with the
next largest event being a 8.6 quake
in 1707 (Live Science Staff, 2011). The
2011 earthquake reshaped all previous
assessments and the impact on protec-
tion appeared through the Fukushima
nuclear reactor at Fukushima. The re-
actor successfully withstood the quake’s
initial impact but other safety estimates
were based on beinglocated 5.7m above
sea level. The tsunami which hit the
site was measured at 15m, rocking the
site, and rendering it still unusable to-
day (World Nuclear Association, 2020).
This event shows how one Black Swan
event can change all previous estimates.

The final risk step address mitiga-
tion by developing the means to reduce
or eliminate risk. Establishing space as a
CI sector would grow the consolidated
structure to discuss and suggest future
mitigations. The ISAC may be the first
step towards those goals but additional
coordination will certainly be neces-
sary. Terrestrial mitigation will likely
prove easier than reducing orbital risk
although the imposition of industry
standards and communication could
accelerate these processes. recent con-
gressional report to Congress on Space
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Traffic Management even states the De-
partment of Commerce should assume
this responsibility from the DoD due
to increasing orbital expansion. The re-
port views the DoD as not capable of
handling the expanded scale necessary
to deal with orbital debris and control,
then classified Space Situational Aware-
ness as a public good (Hitchens, 2020).
Mitigation works best when more views
are involved and growing new federal
and commercial partnerships could help
develop excellent solutions to space’s
inherent threats and vulnerabilities.

5. The Case for Space
aking a case for space as an
independent CI sector re-

Mquires evaluating the three

hypotheses. For the first hypothesis,
a subjective assessment was made as
to whether each sector contributed to
public health, public safety, and an eco-
nomic benefit. Public health was eval-
uated as to whether the general health
and well-being of the public would de-
teriorate if the sectors were unavailable.
Public safety was assessed as whether
a lack of standardization, control, or
limited resource usage would be detri-
mental to overall public safety. The final
element, economic benefit, again con-
sidered subjectively whether the area
proved beneficial to overall U.S. financ-
es and production capability. The below
chart collates the scores to evaluate the
first two hypotheses and then ranks
both aggregate and individual sectors
for comparison.

The first hypothesis, H1, con-
siders if space infrastructure provides
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beneficial public health, safety and
economic results. Space was evaluated
as making no contribution to public
health, a positive benefit to public safe-
ty and a positive benefit to the overall
economy.

HI. If space industry infrastructure is
protected than significant value will be
preserved to the general public safety,
health and economic outcomes for U.S.
citizens.

This resulted in a combined score
of .7 for the H1 hypothesis. Compared
to the aggregated sectors, Space ranks
above all except Digital Spaces, rank-
ing two among the six aggregated cat-
egories. When compared to individual
sectors, the rank for space scores below
Energy, Communications, and Infor-
mation Technology while ties with four
of the remaining thirteen and outranks
the final nine.

Space cannot currently be con-
sidered as beneficial to public health. No
direct benefits derive from space which
make public health better daily. Howev-
er, GNSS must be considered beneficial
to daily public safety from a navigation
and mapping perspective. Most relate to
GNSS through the more common as-
pect, Global Positioning Systems (GPS)
as related to electronic mapping ser-
vices. In 2019, global GNSS revenues
were estimated at $97B, just short of
one-third of the overall space revenue
(Satellite Industry Association, 2020).
While individual navigation revenues
may be limited, the RTI International
group estimated that GPS has generat-
ed $1.4T in economic benefits since its
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Table 2: Critical Infrastructure Evaluation

creation in the 1980s. They further as-
sessed any loss of GPS services could
result in a billion dollars per day loss
to the U.S. economy. These results were
commissioned by NIST in an interest to
discover how GPS affected the ten U.S.
economic sectors which used GPS on a
day to day basis (Coraggio, 2019).

In addition to GPS economic
benefits, the space industry continues to
expand other economic sectors which
contributed to the positive score. One
of the biggest global space economic
sectors deals with improved commu-
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nications. As an example, global satel-
lite television was evaluated at $92B in
2019 (Watson, 2019). The overall global
pay T.V market in 2020 was evaluated
at $225B. Satellite TV in the U.S was
tracked in 2017 as $33.4B (Dziadul,
2020). This shows satellite television’s
importance as a U.S. market and global
economic contributions. Satellite tele-
vision offer significant entertainment as
well as a means to communicate during
external chaos which remains only
minimally susceptible to terrestrial in-
terference.
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Opverall, labelling and protecting
space CI should be considered as a pos-
itive benefit for U.S. citizens and two of
the three required areas for H1, prov-
ing this hypothesis as true. Space pro-
vide safety and economic benefits with
this hypothesis score for space ranking
significantly ahead of more than 50% of
the remaining sectors. If this consider-
ation alone was used, space should be
added to the DHS CI listing as a fund-
ed protection area. The next hypothesis
moves beyond public good to consider
how space provides benefits to national
security in protecting U.S. citizens from
state and non-state threats.

The second hypothesis, H2, eval-
uates the benefit each CI sector brings
to national security. A research incon-
sistency emerges here as space has no
subsectors to consider so received a sin-
gle score in a single sector.

H2. If space industry infrastructure is
protected than significant value will be
preserved to the national security out-
comes for U.S. citizens.

Every aggregated section re-
ceived a lower score than spaces their
composite scores were averaged by the
number of sectors. No aggregated sec-
tor appeared where all subsectors were
assessed as having a positive benefit to
national security. For the individual
sectors, six sectors subjectively show
importance to national security, when
those scores are combined and aver-
aged, no other section scores as high as
spaces full point. Of note, the critical
manufacturing individual sector was
considered not vital to national security
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as the Defense Industrial Base sector is
assumed to encompass any manufac-
turing areas which directly contribute
to national security.

The seminal work by James Clay
Moltz, The Politics of Space Security, sug-
gest there are three areas where space
contributes to national security; space
science and exploration, space utilities,
and military applications (Moltz, 2019).
Advancing zero gravity manufacturing,
unique experiments, and the harsh en-
vironments has directly contributed to
many inventions initially featured as
national security now contributing to
public welfare daily. A short list of items
derived from infrastructure would in-
clude solar cells, water filtration, LASIK
surgery, insulin pumps, artificial limbs,
camera phones, LEDs (Green, 2019).
Many of these items are part of a num-
ber of U.S. citizens daily life.

The second contribution for na-
tional security, space utilities, includes
previously discussed areas like com-
munications, satellite TV and global
positioning. Space utilities would likely
extend into networked command and
control, and Earth monitoring activi-
ties short of direct military applications.
Future aspects could include transmit-
ted power, orbital manufacturing, and
coordinated frequency management. In
the future, the potential exists to devel-
op habitable and self-sustaining envi-
ronments in orbit, on the Moon, or as
far out as Mars. Expanding humanity
beyond a single biome should certainly
be considered vital for national security.

The last contributing area for
national security, military applications,
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evaluates the direct potential space
brings to U.S. military strategy and im-
plementation. The most significant gain
from holding the ultimate high ground
arrives from the advantage in reconnais-
sance, being able to observe the enemy
and shorten one’s own OODA loop for
military actions.” As of 2020, the U.S.
possesses the only Space Force stood
up as an independent military branch.
Russia previously established an in-
dependent service arm as a Russian
Space Force, but this was merged into
the overall Aerospace Forces (VKS) in
2015 and never a fully independent ser-
vice (Ministry of Defense of the Russian
Federation, 2015). Finally, maintaining
a space presence allows for early warn-
ing of adversary attacks and provides a
command and control loop outside ter-
restrial interception. These three advan-
tages combine to make space CI vital to
national security and prove H2 as true.

The third hypotheses counters
the previous two by stating the estab-
lishment of a space CI sector remains
unnecessary as all required functions
are covered by other sectors. If this
evaluation were proved true than the
H1 and H2 evaluation areas would be
common across the scoring metric.

H3. If space industry infrastructure is
currently protected by other DHS Criti-
cal Infrastructure and Key Resource than
a unique designation is not required.

During the evaluation, space
scored as positive for safety, health,

economic benefit, and national securi-
ty. Of the other 16 sectors, only three
show positive in the same areas; ener-
gy, communications, and Information
Technology. Comparing the individu-
al scores for each sector, the previous
three areas again outscore space while
space also ties with emergency services.
A combined aggregate score of the pre-
vious two hypotheses places space as a
the number one ranking, with the high-
est score, while the digital spaces score
immediately behind.

Full spectrum analysis allows the
possibility space may be ranked incor-
rectly by the combined scoring and lean
towards an individual ranking. During
the individual ranking, sectors with the
same score were scored as tied. The top-
three scoring sectors, and, ranked high-
er than space CI, were energy, commu-
nications, and information technology.
Space tied for second place with emer-
gency services and the remaining
eleven infrastructure sections were all
ranked lower. Some space aspects may
be covered by either communications
or infrastructure technology, those
sectors are software and hardware, re-
spectively. All CI aspects likely require
some overlapping coverage from those
two sectors just as all functions require
energy. Additionally, economic scoring
based on a quantitative metric might
yield different results.

Space’s unique structure means
the cyber requirements under software

3 OODA is a common term in decision making processes and stands for Observe, Orient, Decide,
and Act. In military tactics, the key is to able to complete one’s own OODA loop before the enemy.
Intelligence operations like reconnaissance make the OODA loop smaller than the adversaries and

allows one to complete more cycles, faster.
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and hardware for this sector may need
to be considered differently. The Space
ISAC establishment discussed earli-
er in the paper justifies this approach.
Further, for any space orbital resources,
much of their energy remains indepen-
dent of terrestrial sources as orbiting
satellites have the most direct solar po-
tential and do not require as much sup-
port as ground-based energy sources.
All ground-based stations and capabili-
ties do require power with most sources
from the terrestrial energy sector. The
Defense Industrial base and critical
manufacturing sectors currently cov-
er some space aspects although these
could be likely managed more efficient-
ly as a direct space CI responsibility.
Lacking any central governing body
devoted to Space CI protection means
unique facilities for launch, command
and control, and positioning are like-
ly left unprotected under current CI
protection. All of these aspects lead to
evaluate H3 as false since space CI does
not appear to be effectively protected by
overlapping CI sectors.

Conclusion

n conclusion, this paper evaluated

a brief history of the CI process, to

determine when CI was established
and what factors were used to deter-
mine individual sectors. The next step
proposed a method to evaluate whether
space CI was needed and the metrics
used before moving to consider what
constituted space infrastructure. Those
considerations lead to evaluating three
hypotheses; whether space contributes
to public safety, health, and the econo-
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my, whether space contributes unique-
ly to national security, and if space CI
today is sufficiently covered by other
national resources. The first two proved
to be true with space ranking number
one in combined scoring and rank-
ing above 11 of the remaining sectors
during individual scoring. The third
hypotheses was evaluated as false since
no other sector adequately covers space
CI. Some overlap does occur although
those same areas also overlap numer-
ous other CI sectors with none precisely
matching space.These areas lead to the
three recommendations, establishing
a model for space CI interactions, de-
veloping a regular process for evaluat-
ing CI, and finally, including space as
a CI sector as soon as possible. Finally,
remaining potential gaps and areas for
tuture study will be discussed.

One of Moltz’s recommendations
suggests any model for space should be
a netocracy. his netocracy would be in-
ternational, transparent, commercially
lead, networked, with small resilient
platforms and bottom-up innovation
(Moltz, The Changing Dynamics of
Twenty-First-Century Space Power).
Several of these characteristics could
benefit any future space CI protection
structure. The first characteristic, inter-
national, does not translate to CI pro-
tection however international norms
will be needed to manage orbital space
both physically and electromagneti-
cally. Standards must be established
to control orbital debris as well as to
manage orbital frequency usage to pre-
vent losing control of functions vital
to public health and national securi-
ty. Transparency between commercial
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and government sectors helps drive to
the commercially led partnership sim-
ilar again to other forms of CI. The last
three elements clearly speak to build-
ing efficient CI protection for space
through utilizing commercial successes
to increase resilience through network-
ing and innovation.

Moltz’s clear path establishes
while an agency may lead for protec-
tion, the commercial involvement will
drive eventual success. The companies
and development of local spaceports
means the demand for space will con-
tinue to grow. As the demand grows,
the sector must be protected and that
protection between commercial and
federal assets calls for efficient CI pro-
tection at all levels. Many companies
today use complex, non-networked
platforms which lack resiliency, coordi-
nating U.S. efforts could increase con-
trol, and the economic return. While
federal and commercial bodies exist
to regulate various space functions, no
central agency or networking function
as required for CI protection. This body
could also alleviate some responsibili-
ties as the U.S. Space Force stands up,
similar to how the Department of Com-
merce intends to assume Space Traffic
Management responsibilities.

One key gap during this study
was the lack of any coordinated body
established to review and assess CI se-
curity areas for the U.S as an aggregate
function. The areas selected since 1996
do not appear to undergo any active re-
view or renewal process. Infrastructure
changes, the pace of commercial tech-
nology like Space X, and even the grow-
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ing Internet of Things suggest a more
frequent and objective process is need-
ed rather than the political vagaries
from administration to administration.
While the federal government must es-
tablish the process and timelines, the
true work to defend U.S. space CI will
likely fall mostly on the commercial
sector. This will happen for two reasons,
first, cyber actions will likely occur more
under contractors and delivered equip-
ment than as government actions. Sec-
ond, expansions into the commercial
market, private space travel for tourism,
and the ease of maintaining low-cost
satellites will create enhanced interest.
Current satellite databases show just
over 2500 satellites orbiting Earth but
Space-X plans to launch over 42,000 in
the next decade as part of their Starlink
expansion (Union of Concerned Scien-
tists, 2020); (Sheetz & Petrova, Why in
the next decade companies will launch
thousands more satellites than in all of
the history, 2019).

As a final recommendation, the
expansion of space, and the results of
this evaluation suggest space should
be included as soon as possible as a CI
element for DHS. The study demon-
strated space poses significant benefits
to public safety through global naviga-
tion services and communication. The
expanding space sector will continue
to increase overall economic benefits
as more and more corporations seek to
secure space-based services. If nothing
else, the sheer value of space-based as-
sets to U.S. national security demand
this sector should be evaluated and
promoted to a DHS CI sector within
the next 12 months. Any argument sug-
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gesting other sectors adequately cover
space industry is insubstantial at best,
and a strawman at worst as any signif-
icant losses to the space industry will
critically affect the United States safety,
economy, and national security.

Any reasonable study should
suggest other areas for future research.
While this study measured space quali-
tatively against other CI sectors, a more
detailed look could occur between space
and any one other sector. Additionally,
an examination could effectively mea-
sure whether CI considerations should
be measured as aggregated and multiple
sectors, using multiple links between
the elements instead of a government li-
aison and commercial representative. A
third and final recommendation would
be to develop a metric, such as direct
economic benefit, and use those con-
siderations to provide a more detailed
look into sector by sector comparison.
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